

	
[bookmark: _GoBack]3GPP TSG-SA3 Meeting #102-e 	S3-210359
e-meeting, 18 - 29 January 2021, Online
	CR-Form-v12.1

	CHANGE REQUEST

	

	
	33.512
	CR
	Draft CR
	rev
	
	Current version:
	16.4.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Add a test case for 5G-GUTI reallocation

	
	

	Source to WG:
	Huawei, HiSilicon

	Source to TSG:
	S3

	
	

	Work item code:
	eSCAS_5G
	
	Date:
	2020-12-29

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-17

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	
	

	Reason for change:
	It has been agreed by SA in SP- 200883 that for a UE in 5GMM-IDLE mode with suspend indication, the network shall always allocate a new 5G-GUTI after paging and resume of a connection, even if a NAS message is not sent, otherwise, there exists a privacy risk (identification of the UE’s presence in a particular location). SA3 has also aligned 33.501 with SA’s decision. This contribution proposed to add a test case accordingly.

	
	

	Summary of change:
	Add a test case that the AMF after paging a UE in idle with suspend indication shall send a new 5G-GUTI to the UE.

	
	

	Consequences if not approved:
	Incomplete test cases

	
	

	Clauses affected:
	4.2.2.5

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1


************************ Start of Change 1 ************************
[bookmark: _Toc58340559][bookmark: _Toc26877463][bookmark: _Toc22544823][bookmark: _Toc22544392]4.2.2.5 	5G-GUTI allocation
[bookmark: _Toc58340560][bookmark: _Toc26877464][bookmark: _Toc22544824][bookmark: _Toc22544393]4.2.2.5.1	5G-GUTI allocation
Requirement Name: 5G-GUTI allocation
Requirement Reference: TS 33.501 [2], clause 6.12.3 
Requirement Description: "A new 5G-GUTI shall be sent to a UE only after a successful activation of NAS security. The 5G-GUTI is defined in TS 23.003 [4].
Upon receiving Registration Request message of type "initial registration" or "mobility registration update" from a UE, the AMF shall send a new 5G-GUTI to the UE during the registration procedure.
Upon receiving Registration Request message of type "periodic registration update" from a UE, the AMF should send a new 5G-GUTI to the UE during the registration procedure.
Upon receiving Service Request message sent by the UE in response to a Paging message, the AMF shall send a new 5G-GUTI to the UE. This new 5G-GUTI shall be sent before the current NAS signalling connection is released.
The AMF shall after paging the UE in CM-Idle with Suspend indicator send a new 5G-GUTI to the UE. 
NOTE 1:	It is left to implementation to re-assign 5G-GUTI more frequently than in cases mentioned above.
NOTE 2:	It is left to implementation to generate 5G-GUTI containing 5G-TMSI that uniquely identifies the UE within the AMF."
as specified in TS 33.501 [2], clause 6.12.3.
Threat References: TR 33.926 [6], clause K.2.7.1, Failure to allocate new 5G-GUTI 
Test Case: 
Test Name: TC_5G_GUTI_ALLOCATION _AMF
Purpose:
Verify that a new 5G-GUTI is allocated by the AMF under test in these scenarios accordingly. 
Pre-Conditions:
For the following test case 1, 2, and 3, the following pre-conditions apply. 
Test environment with a UE. The UE may be simulated. 
Tester has access to the NAS signalling packets sent over N1 interface.
Tester has the knowledge of the UE’s security context used for protecting the Registration Request of type "mobility registration update" and Service Request, including the old 5G-GUTI, ngKSI, UE NR security capability, NAS security context. And the tester shall configure the UE’s security context on the AMF under test.
For the following test case 4, more pre-conditions are required. Both the UE and the AMF under test support UP CIoT 5GS Optimization. The UE has requested the use of UP CIoT 5GS Optimization during the registration procedure, and afterwards the UE has gone to CM Idle with Suspend Indicator.
Execution Steps
Test case 1: 
Upon receiving Registration Request message of type "initial registration" from a UE, the AMF sends a new 5G-GUTI to the UE during the registration procedure.
Test case 2:
Upon receiving Registration Request message of type "mobility registration update" from a UE, the AMF sends a new 5G-GUTI to the UE during the registration procedure.
Test case 3:
Upon receiving Service Request message sent by the UE in response to a Paging message, the AMF sends a new 5G-GUTI to the UE.
Test case 4:
The AMF under test is triggered to page the UE in CM Idle with Suspend Indicator. After paging the UE in CM-Idle with Suspend indicator, the AMF shall send a new 5G-GUTI to the UE.
NOTE X:	Test case 4 is only applicable to AMF supporting UP CIoT 5GS Optimization.
Expected Results:
For Test case 1, 2, 3, and 4, the tester retrieves a new 5G-GUTI by accessing the NAS signalling packets sent by the AMF under test over N1 interface during registration procedure.
For Test case 1, 2, 3 and 4, the NAS message encapsulating the new 5G-GUTI is confidentiality and integrity protected by the AMF under test using the NAS security context, which is same as the UE’s NAS security context.
The new 5G-GUTI is different from the old 5G-GUTI.
Expected format of evidence:
Evidence suitable for the interface, e.g., Screenshot containing the operational results.
************************ End of Change 1 ************************



